
A Digital Defence:
A closer look at Computer Evidence in Criminal Cases



Case Study 1 – Computer Alibi



A crime is committed, and the defendant suggests that activity on his computer will confirm he was 

using it at the time of the incident. 

In this case, he says he was browsing YouTube at the time of the crime.

Case Study 1 – Computer Alibi



1. Forensic Image of Device or the Device itself.

2. A specific time period to review.

Case Study 1 – Computer Alibi



If the device is in the possession of the defendant, great care should be taken to not use the 

computer in any way from the point of their instruction (earlier if possible).

If the device is in possession of the police, we would provide the appropriate wording to send to 

the CPS in order for them to authorise the release of the exhibit.

Note



https://library.college.police.uk/docs/acpo/digital-evidence-2012.pdf

“In order to comply with the principles of digital evidence, wherever practicable, 
proportionate and relevant an image should be made of the device. This will ensure 
that the original data is preserved, enabling an independent third party to re-
examine it and achieve the same result, as required by principle 3.” 

Principle 3: An audit trail or other record of all processes applied to digital evidence should 

be created and preserved. An independent third party should be able to examine those 

processes and achieve the same result. 

ACPO Guidelines

https://library.college.police.uk/docs/acpo/digital-evidence-2012.pdf


• Principle 1: No action taken by law enforcement agencies, persons employed within those 

agencies, or their agents should change data which may subsequently be relied upon in court.

• Principle 2: In circumstances where a person finds it necessary to access original data, that 

person must be competent to do so and be able to give evidence explaining the relevance and 

the implications of their actions. 

• Principle 3: An audit trail or other record of all processes applied to digital evidence should be 

created and preserved. An independent third party should be able to examine those processes 

and achieve the same result. 

• Principle 4: The person in charge of the investigation has overall responsibility for ensuring that 

the law and these principles are adhered to.

ACPO Guidelines



Creating a forensic image



Creating a forensic image



• Can we prove that the computer was switched on at the time of the crime?

• File system timestamps assist with this:

• Creation Time (the time a file was created).

• Modified Time (the time the content of a file was last modified).

• MFT Modified Time (in Windows systems, the time a files metadata was last modified).

• Accessed Time (where recorded, the time a file was last accessed).

Case Study 1 – Computer Alibi



Case Study 1 – Computer Alibi



• Can we prove that the 

computer was switched 

on at the time of the crime?

• Various artifacts can also 

assist with this, such as login 

times, event logs and so on.

Case Study 1 – Computer Alibi



Case Study 1 – Computer Alibi



• Can we corroborate the defendant’s account?

• In this case the defendant was using YouTube.

• Browsing History Records may assist.

• Browser cookies may assist.

• Browser cache records and content may assist.

• Records, including deleted records, can be retrieved and interpreted with specialist computer 

forensic software.

Case Study 1 – Computer Alibi



Case Study 1 – Computer Alibi

• Can we corroborate the defendant’s account?



Case Study 1 – Computer Alibi

• Can we corroborate the defendant’s account?



Q&A



Case Study 2 – IIoC



Your client is charged with possession of indecent material, and the defendant’s instructions are 

that he was hacked and that the images located on his computer were not due to his actions. 

Counsel also wants the categorisation of the images checked. 

Case Study 2 – IIoC



1. Forensic Images of the entire hard drive or storage of all media where evidence was found 

(copied in line with ACPO guidelines).

We obtain a complete bit for bit copy of all media subject of the prosecution case which allows us 

to comply with defendant’s instructions.  

For example, a defendant may instruct they were hacked, only a full complete bit for bit copy 

would allow us to properly investigate this. 

Disclosure Request



2. A copy of the case files produced by any forensic tool used by the police examiner or other 

police staff.  This includes, for example, Encase case files, X-Ways case files, Axiom case files 

and Internet Evidence Finder case files (the fully processed IEF case).  [In cases where Axiom 

has been used we would ask for a copy of the Axiom Case in Portable Case format].

These case files often contain bookmarks to the evidence, images and videos relied upon in the 

prosecution case and referred to in their SFDRs and MG11s.  The Police are generally very reluctant 

to disclose these case files and would prefer a defence examiner spend their time rediscovering

their evidence as opposed to locating information that may help the defendant.   By reviewing 

case files we can also find that the police knew about certain aspects to the case that they had 

not illuminated in their evidence e.g. defendant accessing IIoC when their intention was to access 

hard core adult pornography or clear evidence that the examined computer had been used by 

someone other than the defendant.

Disclosure Request



3. A copy of ALL exhibits (e.g. html report stored on CD) referred to within witness statements or 

reports or SFDRs produced by the prosecution analyst or any other officer or analyst involved.

We are generally instructed to scrutinise the prosecution evidence along with other requirements.  

We are of the view that we cannot do this adequately unless we actually review all exhibits. 

Surprisingly, the police are often reluctant to disclose the exhibits the prosecution case relies upon.

Disclosure Request



4. A copy of any other reports relied on such as an IEF (Internet Evidence Finder) or Axiom Report.

In many cases a police forensic  examiner has used forensic software such as IEF or Axiom  to retrieve a 

myriad of technical artifacts  from an examined computer.  Bizarrely in my view, rather than assess the 

recovered material they simply use IEF or Axiom to create a report and give it to a nontechnical officer 

such as the OIC to review.  We then see references to the report's contents in Case Summaries, Records 

of Interviews and the OIC’s MG11 but on occasions, possibly due to the reviewing officers lack of 

technical training, the relevance of artifacts can be misrepresented. 

Axiom’s documentation contains a 1,716-page pdf listing recoverable artifact: 

https://www.magnetforensics.com/docs/artifacts/html-axiom/Content/Resources/PDFs/Artifact%20Reference.pdf

We believe that any mentions made of report contents by OICs should be properly cross referenced.

Disclosure Request

https://www.magnetforensics.com/docs/artifacts/html-axiom/Content/Resources/PDFs/Artifact%20Reference.pdf


5. If Griffeye was used to grade the indecent images, we require an export of the graded case 

(illegal files only) in Project VIC (JSON) format including the illegal files.

In most IIoC cases the Police use Griffeye software to locate and categorise the indecent images.  

The counts of images alluded to within indictments are likely to have been sourced from a Griffeye

case.  If Count 1 specifies 50 Category A images, we check that 50 Category A images can be 

located upon the defendant’s media.  Obtaining information from the Police Griffeye case is the 

most expeditious way for us to locate the images relied upon.  It also allows a quick assessment of 

duplication which is a recurring problem in this arena.

Disclosure Request



6. A schedule in a spreadsheet (CSV or XLSX) of all images and movies specified within the 

indictment.  So, for example, if Count 1 upon the relevant indictment specifies that our client 

made 50 indecent images of children, we wish to know the path, filename and hash value of 

all 50 images and a file offset for images within a container file (e.g., thumbs cache, volume 

shadow copy).    If images or movies have been recovered from unallocated clusters, we need 

the Physical Sector number (not a file offset) where the start of the recovered file can be 

located. If the examiner responding to our request was not involved in the preparing of 

charges or the indictment, please liaise with the officers that were in order to fulfil this request.

Reconciling the number of images specified upon an indictment with those we can locate upon 

the defendant’s media can be difficult, particularly when the police won't tell you where they are!

Disclosure Request



7. Anything else the examiner thinks appropriate.

Lack of Police disclosure is a constant problem.  Often the Police view is that the defence should 

repeat the Prosecution processes and examinations despite the fact that it would not be funded.  

They regularly refuse to disclose any of their created material beyond a forensic image, in those 

cases I wonder if they appreciate that this question is asked slightly tongue-in-cheek.

Disclosure Request



▪ As alluded to in our disclosure requests locating and reviewing all images and videos specified 

within the indictment is a key task undertaken in most cases.

▪ We have observed that the police often double or treble count making no allowances for visual 

duplicates or the same recovered deleted file that has been identified by overlapping forensic 

data recovery processes.

▪ Categorisation can be an issue in some cases where  photographs of young adults have been 

assessed by the police as children or the level of indecency has been exaggerated.

Quantity and Categorisation



▪ Initial identification of IIoC is normally achieved via hash analysis.

▪ Hashes are the output of a hashing algorithm like MD5 (Message Digest 5) or SHA (Secure Hash 

Algorithm). These algorithms essentially aim to produce a unique, fixed-length string – the hash 

value, or “message digest” – for any given piece of data or “message”. As every file on a 

computer is, ultimately, just data that can be represented in binary form, a hashing algorithm 

can take that data and run a complex calculation on it and output a fixed-length string as the 

result of the calculation. The result is the file’s hash value or message digest.

▪ In IIoC cases the police usually provide a schedule of the images subject of the indictment 

which includes the images hash value.  Using Forensic Software, we can load the Forensic 

Image supplied and calculate a hash value for every file stored therein.  These hash values are 

compared with the schedule allowing identification of IIoC.

Quantity and Categorisation



Quantity and Categorisation



▪ Generally, the initial hash analysis fails to locate all the IIoC subject of the indictment.

▪ In the main this is because the missing images are deleted images recovered from unallocated 

clusters.

▪ A cluster is a portion of hard disk drive space used to store files. Unallocated clusters are areas of the 

hard drive currently unused by the file system and, therefore, not allocated to store files, as opposed 

to allocated clusters, which are being used to store live files.

▪ Forensic data recovery software use a number of different processes to recover deleted files from 

unallocated clusters ( a process known as file carving).  Most software tools successfully identify the 

start of a deleted file (via something known as its file header) but many tools can not accurately 

establish the precise end of a file which results in hash values not matching.  This is why we seek such 

detailed disclosure.

▪ The alternative would be to manually  carve out deleted files by locating the file header within a 

scheduled Physical Sector, carving out the scheduled number of bytes then hashing and comparing 

the carved file – a very time-consuming process when hundreds of files are involved.

Quantity and Categorisation



▪ The possibility of a home-based PC being the subject of a targeted attack is probably quite low. 

▪ It is a reasonable premise that for a computer to have acquired IIoC via the actions of a hacker 

it is likely to have been targeted.

▪ More common, are malware attacks with a financial motive such as spyware, spam bots and so 

on.  This type of malware can be acquired by drive by malware attacks, opening malformed 

files, downloading and executing pirated software.

▪ For a hacker to create IIoC on a computer they must have control of it and be able to access it 

remotely.  An important part of any hacking investigation is to establish if the target was 

compromised with malware that would facilitate remote access.  Specialist tools such as FireEye 

Redline, Netstat and Sysinternals Autoruns can be utilised along with virtualisation to investigate 

this. Standard AV tools are also useful.

Hacking



Other considerations where hacking is alleged:

▪ Has the IIoC been created by utilising the computer’s graphical user interface (thumbcache

images)?

▪ Is the IIoC stored on removable media (e.g. USB stick)?

▪ Is there evidence of the defendant’s interaction with the computer at the time IIoC was 

created (e.g. logging in an checking webmail, signing into the government gateway etc 

etc)? 

▪ Is there a clear timeline of events leading to the IIoC creation (e.g. Google Search leading to 

website visit causing cached IIoC)?

▪ Is the computer protected with AV, Firewalls and Anti Malware?

Hacking



Q&A


